PLEIS DATA PROCESSING AGREEMENT (DPA)
This Data Processing Agreement ("DPA") forms Annex 3 to the Partner Service Agreement concluded between UTOPIA TECHNOLOGIES d.o.o. and the Partner (the "Partner Service Agreement") and is an integral part thereof.
UTOPIA TECHNOLOGIES d.o.o., a limited liability company incorporated under the laws of the Republic of Croatia, with its registered office at Trg Kardinala Alojzije Stepinca 9, Jastrebarsko, Croatia, MBS: 081548831, OIB: 34839111725 ("UTOPIA TECHNOLOGIES");
and
[PARTNER LEGAL NAME], with its registered office at [address], OIB / tax identification number: [●] ("Partner");
are hereinafter referred to individually as a "Party" and collectively as the "Parties".
This DPA is entered into in accordance with Article 28 of Regulation (EU) 2016/679 (General Data Protection Regulation, "GDPR") and governs the processing of personal data by UTOPIA TECHNOLOGIES in its capacity as data processor on behalf of the Partner as data controller, in connection with the provision of the Intermediary Services through the PLEIS Platform.
1. DEFINITIONS
1.1. For the purposes of this DPA, the terms "personal data", "data controller", "data processor", "sub-processor", "processing", "data subject", "personal data breach", and "supervisory authority" shall have the meanings assigned to them under the GDPR.
1.2. "Platform Services" means the Intermediary Services provided by UTOPIA TECHNOLOGIES to the Partner under the Partner Service Agreement and the Partner Terms, in the course of which UTOPIA TECHNOLOGIES processes personal data on behalf of the Partner.
1.3. "Partner Personal Data" means any personal data processed by UTOPIA TECHNOLOGIES as data processor in the course of providing the Platform Services to the Partner, as further described in Annex A to this DPA.
1.4. "Instructions" means the documented instructions issued by the Partner to UTOPIA TECHNOLOGIES regarding the processing of Partner Personal Data, as set out in this DPA, the Partner Service Agreement, and any subsequent written instructions provided by the Partner.
2. ROLES OF THE PARTIES
2.1. The Parties acknowledge and agree on the following allocation of roles with respect to the processing of personal data in connection with the Platform Services:
· UTOPIA TECHNOLOGIES as data controller: UTOPIA TECHNOLOGIES acts as an independent data controller in respect of personal data of Customers that it collects directly for the purposes of operating the PLEIS Platform (including account registration, general transactional data, platform analytics, and communications with Customers). This processing is governed by the PLEIS Privacy Policy and is not subject to this DPA.
· UTOPIA TECHNOLOGIES as data processor (subject of this DPA): UTOPIA TECHNOLOGIES acts as data processor on behalf of the Partner in respect of personal data of the Partner's Customers that is processed through the Platform strictly in connection with the Partner's own services - including order data, reservation data, ticket purchase data, and loyalty programme data attributable to the Partner's Customers - as further described in Annex A.
· Partner as data controller: The Partner acts as an independent data controller in respect of personal data of its Customers that it receives through the Platform for the purposes of operating its own services, including the Partner Loyalty Club. The Partner is solely responsible for the lawfulness of its own processing activities.
· Fiscalisation (where the Fiscalisation Module is activated): the Partner acts as data controller in its capacity as the person liable for the issuing and fiscalisation of invoices, UTOPIA TECHNOLOGIES acts as data processor, and Kupuj online d.o.o., Fiorella La Guardie 13, 51000 Rijeka, OIB: 60186252821, the operator of the BillKO system (the "Fiscalisation Provider"), acts as a sub-processor of UTOPIA TECHNOLOGIES. To the extent that the Fiscalisation Provider processes data for the purposes of its own statutory obligations, the security of its systems, the prevention of abuse, and the calculation of its own fees, it acts as an independent data controller for those purposes.
2.2. Where UTOPIA TECHNOLOGIES and the Partner jointly determine the purposes and means of certain processing activities (in particular in connection with the Partner Loyalty Club where Customer data is shared between the Parties), the Parties shall be regarded as joint controllers within the meaning of Article 26 GDPR to the extent of such jointly determined processing. The allocation of responsibilities between joint controllers in respect of data subjects' rights is set out in Annex B to this DPA.
3. OBLIGATIONS OF UTOPIA TECHNOLOGIES AS DATA PROCESSOR
3.1. UTOPIA TECHNOLOGIES shall process Partner Personal Data only on the basis of documented Instructions from the Partner, as set out in this DPA and the Partner Service Agreement. If UTOPIA TECHNOLOGIES is required by Union law or the law of the Republic of Croatia to process Partner Personal Data beyond the scope of the Instructions, UTOPIA TECHNOLOGIES shall inform the Partner of that requirement before such processing, to the extent permitted by applicable law.
3.2. UTOPIA TECHNOLOGIES shall ensure that all persons authorised to process Partner Personal Data within UTOPIA TECHNOLOGIES are bound by appropriate obligations of confidentiality, whether contractual or statutory.
3.3. UTOPIA TECHNOLOGIES shall implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to the risk of the processing, in accordance with Article 32 GDPR. These measures include, without limitation, those described in Annex C to this DPA.
3.4. UTOPIA TECHNOLOGIES shall, taking into account the nature of the processing, assist the Partner by appropriate technical and organisational measures in fulfilling the Partner's obligations to respond to requests from data subjects exercising their rights under Chapter III of the GDPR (including rights of access, rectification, erasure, restriction, portability, and objection). UTOPIA TECHNOLOGIES shall promptly forward to the Partner any data subject request received that relates to Partner Personal Data.
3.5. UTOPIA TECHNOLOGIES shall assist the Partner in ensuring compliance with the obligations set out in Articles 32 to 36 GDPR (security of processing, notification of personal data breaches, communication to data subjects, and data protection impact assessments), taking into account the nature of the processing and the information available to UTOPIA TECHNOLOGIES.
3.6. In the event of a personal data breach involving Partner Personal Data, UTOPIA TECHNOLOGIES shall notify the Partner without undue delay and in any event within 48 hours of becoming aware of such breach, providing sufficient information to enable the Partner to comply with its notification obligations under Article 33 GDPR. The notification shall include, to the extent then available: (a) a description of the nature of the breach, including the categories and approximate number of data subjects and personal data records concerned; (b) the contact details of the relevant contact point; (c) a description of the likely consequences of the breach; and (d) a description of the measures taken or proposed to address the breach.
3.7. At the choice of the Partner, UTOPIA TECHNOLOGIES shall, upon termination or expiry of the Partner Service Agreement or upon written request by the Partner, delete or return all Partner Personal Data, and shall delete existing copies, unless Union law or the law of the Republic of Croatia requires further storage. UTOPIA TECHNOLOGIES shall confirm in writing to the Partner the completion of deletion within [●] days of the request or the relevant triggering event.
3.8. UTOPIA TECHNOLOGIES shall make available to the Partner all information necessary to demonstrate compliance with the obligations set out in this DPA and shall allow for and contribute to audits, including inspections, conducted by the Partner or an auditor mandated by the Partner. The Partner shall provide UTOPIA TECHNOLOGIES with reasonable advance notice of at least [●] days before conducting an audit and shall conduct audits in a manner that minimises disruption to UTOPIA TECHNOLOGIES's operations. The costs of any audit shall be borne by the Partner unless the audit reveals a material non-compliance by UTOPIA TECHNOLOGIES.
3.9. UTOPIA TECHNOLOGIES shall promptly notify the Partner if, in its opinion, an Instruction infringes the GDPR or other applicable data protection law of the Union or the Republic of Croatia.
4. SUB-PROCESSORS
4.1. The Partner hereby grants UTOPIA TECHNOLOGIES a general written authorisation to engage sub-processors for the purpose of providing the Platform Services. UTOPIA TECHNOLOGIES shall impose on each sub-processor data protection obligations equivalent to those set out in this DPA.
4.2. The sub-processors engaged by UTOPIA TECHNOLOGIES as of the date of this DPA are listed in Annex D to this DPA. This list includes, without limitation, the payment service provider Monri Payments d.o.o. (OIB: 82551932122), hosting and cloud infrastructure providers, and analytics service providers.
4.3. UTOPIA TECHNOLOGIES shall inform the Partner of any planned addition or replacement of sub-processors by providing at least [●] days' prior written notice to the Partner (via e-mail or through a notification in the Partner Dashboard). The Partner may object to the engagement of a new sub-processor on reasonable grounds relating to data protection within [●] days of receipt of such notice. If the Parties cannot resolve the objection within [●] days of the Partner's objection, either Party may terminate this DPA and the Partner Service Agreement upon [●] days' written notice.
4.4. If a sub-processor fails to fulfil its data protection obligations, UTOPIA TECHNOLOGIES remains fully liable to the Partner for the performance of the sub-processor's obligations.
4.5. By activating the Fiscalisation Module, the Partner expressly accepts the engagement of the Fiscalisation Provider as a sub-processor for the purposes of the preparation, issuing, and fiscalisation of invoices. The Fiscalisation Provider processes Partner Personal Data solely for the purposes of providing the fiscalisation service, the security of its systems, technical support, the prevention of abuse, the calculation of fees, and compliance with its statutory obligations, and is bound by data protection obligations equivalent to those set out in this DPA.
4.6. Partner Personal Data processed in connection with the Fiscalisation Module is retained for the period required by applicable tax and accounting legislation, which may exceed the duration of the Partner Service Agreement. Upon deactivation of the Fiscalisation Module or termination of the Partner Service Agreement, the Partner may request a one-off export of such data within thirty (30) days, after which the data is retained only to the extent required by applicable legislation and is thereafter deleted.
5. INTERNATIONAL TRANSFERS
5.1. UTOPIA TECHNOLOGIES shall not transfer Partner Personal Data to a third country or international organisation outside the European Economic Area (EEA) without ensuring that an appropriate transfer mechanism is in place in accordance with Chapter V of the GDPR (including, without limitation, adequacy decisions, standard contractual clauses, binding corporate rules, or other approved mechanisms).
5.2. Any international transfers of Partner Personal Data carried out by UTOPIA TECHNOLOGIES or its sub-processors are described in Annex D to this DPA, together with the applicable transfer mechanism.
6. JOINT CONTROLLER ARRANGEMENT (LOYALTY CLUB)
6.1. To the extent that UTOPIA TECHNOLOGIES and the Partner act as joint controllers in connection with the Partner Loyalty Club (as described in Section 2.2 of this DPA), the following allocation of responsibilities shall apply in accordance with Article 26 GDPR:
1. UTOPIA TECHNOLOGIES is responsible for: providing the technical infrastructure for the loyalty programme; collecting and transmitting Customer loyalty data to the Partner; ensuring the lawfulness of the initial collection of Customer data for loyalty purposes; publishing information on the joint processing in the PLEIS Privacy Policy.
1. Partner is responsible for: operating the Partner Loyalty Club on the basis of a valid legal ground; providing a compliant privacy notice to Customers regarding the Partner Loyalty Club; responding to data subject requests in respect of the Partner's own loyalty processing; ensuring that Customer data received from UTOPIA TECHNOLOGIES for loyalty purposes is used solely for the purposes of the loyalty programme.
6.2. Notwithstanding the above allocation, data subjects may exercise their rights under the GDPR against either Party. The Party receiving a data subject request that falls within the other Party's area of responsibility shall promptly forward the request to the other Party and shall cooperate in providing a response within the applicable statutory timeframe.
7. TERM AND TERMINATION
7.1. This DPA shall enter into force on the date of execution of the Partner Service Agreement and shall remain in force for the duration of the Partner Service Agreement. Termination or expiry of the Partner Service Agreement shall automatically terminate this DPA, subject to the obligations set out in Section 3.7 (deletion or return of data) and any provisions that expressly survive termination.
7.2. Sections 3 (obligations of UTOPIA TECHNOLOGIES as data processor), 5 (sub-processors), 6 (international transfers), 7 (joint controller arrangement), and 9 (governing law) shall survive the termination or expiry of this DPA to the extent necessary to ensure the continued protection of Partner Personal Data.
8. LIABILITY
8.1. Each Party shall be liable for the damage caused by processing that infringes the GDPR or this DPA in accordance with Articles 82, 83, and 84 GDPR. As between the Parties, liability for damages caused by UTOPIA TECHNOLOGIES acting as data processor shall be limited in accordance with the liability provisions of the Partner Service Agreement and the Partner Terms, to the maximum extent permitted by applicable law.
9. GOVERNING LAW
9.1. This DPA is governed by the laws of the Republic of Croatia and applicable EU data protection law, including the GDPR. All disputes arising from or in connection with this DPA shall be subject to the exclusive jurisdiction of the competent courts in Zagreb, Republic of Croatia.
9.2. This DPA is made available in Croatian and English. In the event of any inconsistency or conflict between the Croatian and English versions, the Croatian version shall prevail.
10. ANNEX A - DESCRIPTION OF PROCESSING ACTIVITIES
10.1. Subject matter and duration of processing: processing of Customer personal data in connection with the Partner's use of the Platform Services (Ticketing, Reservation, Ordering, Loyalty modules), for the duration of the Partner Service Agreement.
10.2. Nature and purpose of processing: collection, storage, transmission, and limited use of Customer personal data for the purpose of facilitating the Partner's sale of tickets, management of reservations, processing of on-site orders, and operation of the Partner Loyalty Club through the PLEIS Platform.
10.3. Categories of personal data:
1. Identification data: first name, last name, e-mail address, telephone number
1. Transaction data: ticket purchase history, reservation data, order history, amounts paid
1. Loyalty programme data: loyalty points balance, redemption history, enrolled loyalty club
1. Operational data: access logs, timestamps, device and session identifiers (to the extent linked to individual Customers)
1. Partner employee data (in connection with Staff and Access Management module): name, e-mail address, assigned role and access level
1. Invoicing and fiscalisation data (where the Fiscalisation Module is activated): invoice number and date, items, quantities and prices, tax rates and amounts, method of payment, identifiers of business premises and charging devices, data on the operator issuing the invoice including name and personal identification number where required, identification data of the buyer where an invoice containing such data is requested, and the identifiers assigned to the invoice under applicable legislation
10.4. Categories of data subjects: Customers of the Partner who have made a purchase, reservation, or order through the PLEIS Platform in connection with the Partner's services; employees or staff of the Partner who have been granted access to the Partner Account.
10.5. Where the Fiscalisation Module is activated, the categories of data subjects additionally include employees and other persons designated by the Partner as operators for the purposes of issuing invoices, and Customers who request an invoice containing their identification data.
10.6. Legal ground for processing (as data processor on behalf of the Partner, to be confirmed by Partner): [ ] performance of a contract (Article 6(1)(b) GDPR); [ ] legitimate interests (Article 6(1)(f) GDPR); [ ] consent (Article 6(1)(a) GDPR); [ ] other: [specify].
11. ANNEX B - JOINT CONTROLLER RESPONSIBILITIES (LOYALTY CLUB)
11.1. This Annex sets out the allocation of responsibilities between UTOPIA TECHNOLOGIES and the Partner as joint controllers in connection with the Partner Loyalty Club, in accordance with Article 26 GDPR. The essence of this arrangement shall be made available to data subjects upon request.
11.2. Single point of contact for data subjects: UTOPIA TECHNOLOGIES shall serve as the primary contact point for data subjects exercising their rights in connection with the jointly processed data, and shall forward requests falling within the Partner's responsibility to the Partner without undue delay. The Partner shall respond to forwarded requests within the applicable statutory timeframe.
12. ANNEX C - TECHNICAL AND ORGANISATIONAL SECURITY MEASURES
12.1. UTOPIA TECHNOLOGIES implements and maintains the following technical and organisational security measures in connection with the processing of Partner Personal Data:
1. Encryption of personal data in transit (TLS/SSL) and at rest (AES-256 or equivalent)
1. Access controls: role-based access control, principle of least privilege, multi-factor authentication for administrative access
1. Pseudonymisation and data minimisation where technically feasible
1. Regular security testing, vulnerability assessments, and penetration testing
1. Incident response and personal data breach notification procedures
1. Regular backups and business continuity / disaster recovery procedures
1. Employee training and confidentiality obligations
1. Physical security measures for server infrastructure
1. Logging and monitoring of access to systems processing personal data
13. ANNEX D - LIST OF SUB-PROCESSORS AND INTERNATIONAL TRANSFERS
	Sub-processor
	Registered office / Country
	Processing activity
	Transfer mechanism (if outside EEA)

	Monri Payments d.o.o.
	Croatia (OIB: 82551932122)
	Payment processing facilitation
	N/A (within EEA)

	Kupuj online d.o.o.
	Croatia (OIB: 60186252821)
	Preparation, issuing, and fiscalisation of invoices through the BillKO system (where the Fiscalisation Module is activated)
	N/A (within EEA)

	[Cloud infrastructure provider]
	[●] / [●]
	Hosting, storage, and infrastructure services
	[●] (e.g. SCCs, adequacy decision)

	[Analytics provider]
	[●] / [●]
	Platform analytics and performance monitoring
	[●]

	[E-mail / communication service provider]
	[●] / [●]
	Transactional e-mail delivery (booking confirmations, notifications)
	[●]

	[Other]
	[●]
	[●]
	[●]



IN WITNESS WHEREOF, the duly authorised representatives of the Parties have executed this DPA as of the date first written above.
UTOPIA TECHNOLOGIES d.o.o. PARTNER
Name: ____________________________ Name: ____________________________
Title: ____________________________ Title: ____________________________
Date: ____________________________ Date: ____________________________
Signature: ________________________ Signature: ________________________




